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Omnicast Directory Failover Systerﬁ

Installation & Configuration Procedure for Omnicast 4.x

1. General Information

The purpose of this document is to guide integrators and Omnicast system administrators on how to
install and configure an Omnicast Directory Failover system (FOS).

This article applies only to Omnicast 4.x versions. The screenshots were taken from an Omnicast 4.5
system so there may be minor differences if your system is another version. This should not have an
effect on the procedure unless specified.

1.1.Document Revision

Date Description

2007-10-05 Initial version for Omnicast 4.1 (by Ismael Picot).
2010-01-01 Updated document.

2010-02-12 Update local Directories diagram.

2010-04-30 Added public address config; Added Appendix A.
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1.2.Contacting Technical Assistanc

Customers can reach Genetec’s Technical Assistance Center (GTAC) using any one of the
following methods:

Log in to Genetec’s Technical Assistance Portal (GTAP)
https://GTAP.genetec.com/

Send questions, via e-mail, to:
support@genetec.com

Telephone questions to the GTAC at:
1-514-856-7100

or

1-866-338-2988 (Canada and US only)

FAX questions to the GTAC at: 1-514-332-1692

From Monday to Friday, 8:00 AM to 8:00 PM (Eastern time, GMT -5h)
No matter which method is used to reach the GTAC, customers should be ready to provide all

relevant information describing the problem or question, including System ID and version
information.

www.genetec.com




2. Basics of Directory Failover

In Omnicast, the Directory is responsible for the system configuration and user authentication. In the
event that the Directory server fails or becomes unavailable, no client applications will be able to login.
For the system to be more fault-tolerant, Omnicast has a feature called the Directory Failover
Coordinator which stops or starts the backup or failover Directory, depending on the state of the
primary Directory.

The Directory Failover Coordinator (DFC) is responsible for the following functions:

e Keeps the Failover Directory databases (containing configurations and alarms) up to date while on
standby.

e  Starts and stops the local Directory services when appropriate, based on the failover list and the polling
of Directories

e Upon primary Directory failure, the next available Directory in the failover list takes over as the main
Directory

When the primary Directory is restored and functional:
e The primary Directory pushes its configurations to all failover Directories (from Omnicast 4.1 and on).

e Changes made to the failover Directories during failover are lost (unless a shared SQL server
architecture is used) (from Omnicast 4.1 and on).

e Alarms are not lost after failback, as the Alarm DB synchronization is bidirectional.

3. Preparation
This section details steps that should be performed prior to installing or configuring the Directory FOS.

3.1.License Verification

The Directory Failover is a license option as it is with many other Omnicast features. Please verify
that the failover server has one Failover directory server option.

Li cer]:se Contents

Part Number Description Qty
Om-E-1FOD-41% 1 Failover directory server

[

This license option should create the same Directory options on the failover Directory as on the

primary Directory:

.. e 6
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3.2.Time Synchronization
Prior to installing the Failover Directory server, the time synchronization between the two servers
must be checked. Please ensure that your Directory servers are synchronized on the same time

source.

If you do not have a time source on your network, please refer to the Knowledge Base article
KB00000022 in the Genetec Technical Assistance Portal (GTAP).

Failure to synchronize the time between your servers could result in registry and database
corruption and unexpected behaviour.

The time synchronization is CRITICAL. Please do not proceed any further unless you are sure your
two servers are time synchronized.

3.3. Network Connectivity

Verify that the Omnicast servers have network connectivity between them (i.e. “ping” successfully).

4. Server Installation on the Primary and Failover Servers

Please perform the following steps to install the necessary Omnicast services on the primary and failover
services:

1) Run the setup.exe (Server option) from the Omnicast install package.

2) When you reach the Setup Type screen, choose Custom.

{# Genetec Omnicast Server 4.5 - InstallShield Wizard

Setup Type

Choose the setup bype that best suits wour needs,

" Typical

This will install the most cammanly used server components cansisting of the
follawing services: Directary, Gateway, Archiver, Yirtual Matrix and WatchDog,

This will install all necessary components for & server operating only
as an Archiver,

Choose which program features you want, Recommended for
advanced users.

Instal Shield

< Back I Mext = I Cancel
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3) The following services are MANDATORY for the FOS:

- Directory

- Directory Failover Coordinator

- Gateway

These three services MUST be installed on BOTH servers (the primary server and the failover
server). The other services, like Archiver or Virtual Matrix, are optional.

Custom Setup

Select the program Features wou want installed,

i':_-’f‘— Genetec Omnicast Server 4.5 - InstallShield Wizard

Click on an icon in the lisk below to change how a Feature is installed.

[ il = | Services
Directory

Coordinator

Restare Archiver
Gakeway
Federation Server
Metadata Engine
Wirtual Makrix

Ao L.

Install bo:

-Feature Descripkion

Service installed on every
Directary server bo guarantee
the continuity of the Directory
service in the context of a
Failower configuration,

This Feature requires 3131KE on
wour hard drive.

Ci\Program Files (x@a)Eenetec Cmnicast Server 4,50

Installshield

Help | Space

< Back I Mext = I Cancel

Once finished, click Next.

4) When you reach the Failover System Installation screen:

- Onthe primary server, choose “Primary Directory server”.

- On the failover server(s), choose “Backup Directory server”.

www.genetec.com




i_:?l Genetec Omnicast Server 4.5 - Installshield Wizard

Failover System Installation

Please specify the Failover System installation options.,

You have selected toinstall a Failover Syskem, Please specify iF the machine wou are
inskalling is designated as the primary Direckary server ot a backup Direckory server,

{* Primary Directary server

. Backup Directary server

Installshield

< Back I Mext = I Zancel

Once finished, click Next.

5) On the failover server, since you chose “Backup Directory server”, you will have to enter the IP address
of the primary Directory server in the next screen.

i'-__T.'l Genetec Omnicast Server 4.5 - Installshield Wizard

®r System Installation
Please specify the Fallover System installation options.

You are installing a backup system, Please specify the service's name and port where the
local Gatewray should connect and if it is a Directory or a Gateway,

Primary Systen:

[ 10.0.19.16

(¥ Directory IP address of
 Gateway primary server

Installstpeld

<Ban:k|mxt>| Cax:all

In Omnicast versions 4.2 and higher, the connection type Directory or Gateway can be selected here. If
multicast is supported on the network, select Directory. If multicast is not supported, select Gateway.
This option can be changed later using the Directory Failover Coordinator (DFC) wizard in the Config

Tool.

Once finished, click Next.
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6) Click Next until the installation finishes.

5. Scenario #1: Simple Scenario

The configuration of the servers for a Directory FOS can be different depending on many different
factors. The following sections describe different scenarios which should depict most of the FOS
possibilities. Please choose the scenario that best matches your setup.

The “simple” scenario typically applies on most systems. This scenario has the following requirements:
1) Only two servers are involved in the Directory FOS: Primary server and failover server
2) Multicast must be supported on the network

3) Both servers are on a LAN with good network bandwidth (100 Mbps or higher)

Multicast
stream

LAN
(mc, udp, tcp)

Primary Global Failover Global
Directory Directory

5.1.Configuration on the Primary Server

Please perform the following steps on the primary server:

1) Verify that the Directory, Directory Failover Coordinator and Gateway services are started, as
seen in the Omnicast Server Admin:

Www.genetec.com 10




¥ Genetec Omnicast Server Admin

Start Undo

P Metwark

Genetec Demo
DEM-411-868-345994268

Directory Failover Coordinatg

@ Gateway
G Federation DEMO NOCT FOR RESALE
=5 Archiver 24/12/2010

B ACTi Extension 1-866-338-2988

4@ Arecont Extension
. AXIS Extension

~sn Bosch Extension
-4 Generic Extension
U@ Genetec Extension
@ 1QinYision Extension
4z Optelecom -NKF Extension
43 Pelco Extension

W Verint Extension

% Auxiliany Archiver

Accessrights
B Number of cameras/ analog monitors & aos
umber of standby Directeries &1

© Active Directory integration o Supported
(2 Number of Gateways & 102

@ Number of Media Gateways & 10
BNumberofArchlvers {B )

1 Standby Archivers o Supported

[ Restare Archiver (4 Redundant archiving « Supported
- Metadata Engine P Number of Yirtual Matrices & 102

P virtual Matrix e Standby Virtual Matrices ' Supported
B Number of Metadats Engines & 100

2) Verify that the startup type for these three services is set to Automatic. You can access the
Windows services by going to Control Panel / Administrative Tools / Services

Help
B2 +rmim

Services (Local)

Genetec Omnicast Directory Name / | Description | Status | Startup Type | Log On As -~
%Genebec Omnicast Archiver Genetec O... Automatic \OmnicastSyclsr
Stop the service %Geneb&c Omnicast Auxiliary Archiver Genetec Q.. Automatic JOmnicastSvelsr

Restart the service

5 o

G
Genetec O...

's /
%Geneb&c Omnicast Directory Falover Coordinator Started Automatic NOmnicastSwclsr
Description: %Geneb&c Omnicast Federation Server Genetec O... Automatic \OmnicastSycUsr
Genetic Umoitast Derectnry %Geneb&c Omnicast Gateway Genetec O... Started Automatic NOmnicastSwellsr ol
£ Al | >

Extended 4 Standard /

3) The Gateway must have a “Directory” as the Connection Type. In the Directory field, leave it
blank or put the local IP address:

11
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Gemeter Omessn Server Admin

B Sywenm
(3 Doesteny

E ﬁi.ﬂmﬁwdiﬂ ba

P redemton

= d dirborer
el ACT: Esterinny
G Avecont Extension
- AN Ederiean
== fench Extendion
g Genric Extension
i Genates Extenmon
D 1Gvisen Extension g - ebcspinng UOE ot oo |
¥ Optelecom -NEF Extensio
& PelcoBxternen
W Vennt bdension

1 Auniliany Aschiver

) Restore Archroer

B Meetadsta Engine

P Virvsl Mg

4) All the other services (like Directory Failover Coordinator, Archiver, Virtual Matrix, etc.) must
point to the local Gateway using the local IP address or leaving it blank.

-

m D

Stop Restart | Unde Apply

G = Archiving = Hackup = Security = Logging
Directory Failever Coordinate G _
Gateway -
: S8l 10.0.19.16 - Intel(R) PROY1000 MT Nebwork Connection - Packet 50
; ? Federation

E = Archiver
- BA ACTI Extension

I Arecont Extension
AXIS Fvtancinn

5) Verify that the Gateway is configured with the following Outgoing UDP data port range: 8000-
9000. If not, please change it.

wWww.genetec.com s ' 3z




Genetec Omnicast Server Admin

Step ) Unde Apply

L System EE Gen = Logging + Advanced & 1P filtering
Q Directory
Directory Failowver Coordinato
@
? Federation Connection type:
EIEl Archiver
- ®A ACTi Extension Directory:
4@ Arecont Extension

..... AXIS Extension etwo 22 10.0.19.16 - Intel(R) PROY1000 MT MNetwork Connectio &

ws Bosch Extension

General settings

4@ Generic Extension Port settings
i Geneter Extension
@ |Qir/ision Extension Incoming TCP command: Cutgoing UDP data: to
4@ Optelecom -MKF Extensio
-4 Pelco Extension Incoming TCP wi
----- W ‘erint Extension
----- V’ Werint Extension Multicast cor
< Awiliary Archiver
] Restore Archiver Gate
-~ Metadata Engine

% ‘irtual Matrix Client transmission addresses:

Client transmission addresses are from 22

transmissicn address:

< Il

6) Go to System > Network and set the public IP address.

! Genetec Omnicast Server Admin

Start Stop ] . Unde Apply )

B Ljcense B SMTP Metwark
Q Directony s
P Gateway Local machine name: 7|

3 Archiver
E| Public address: AR

a AXIS Extension

s Baceb Fatancinm

5.2.Configuration on the Failover Server
Please perform the following steps on the Failover Server:

1) Verify that the Directory service is stopped and its startup type is set to “Manual”. The Directory
Failover Coordinator and Gateway services should be started.

www.genetec.com - 13



Genetec Omnicast Server Admin

Stop art Unde  Apply

General B Emall = Legging B Active Directory

- E

Start multicast address

B = Archiver
AXIS Extension
% Virtual Matrix

224 . 16 . 17 1 47808
{localivCm nicast |

Alarm datal

({local\Omnicast 0 i

days

File  Action Wiew Help
= |\ B @r = 0=
@ Services (Local) Services (Local)

Genetec Omnicast Directory Mame  / | Drescripkion | Skatus | Startup Type | Lag On A|
%Fax Enables you t... Autornatic Lacal &
Start the service %Genetec Ornnicast Archiver Genetec Omni Started Autornatic omnic—

Description: %Ganetec Ornnicast Directory Failover Coordinator Genetec Omn Started Autornatic AOmnic

Genetec Omnicast Directory %Genetec Ornnicast Gateway Genetec Omni,..  Started Autamatic AOmnic
%Genetec omnicast Virtual Matrix Genetec Omni...  Started Aukomatic Aominic
%Ganetec ‘Watchdog Provides monit Started Autamatic

Local &
Haln 2md S imeevk Erzhlar Haln = Sharkad Atk sk Vsl 5
] | 3

Extended A4 Standard /'

2) The Gateway must have “Directory” as the Connection Type. In the Directory field, put the IP
address of the primary server.
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3) All the other services (like Directory Failover Coordinator, Archiver, Virtual Matrix, etc.) must point to

the local Gateway using the local IP address or leaving it blank.

2! Genetec Omnicast Server Admin

E D

Start Stop  Restart | Undo  Apply

= Backup = Security = Legging
O Directany
Directory Failover Coordinato

WEE ST 10.0.19. 20 - Microseft Virtual Machine Bus Metwerk Adapter #2 (3]

Extension
irtwal Matrix

4) Since there are multiple Gateways in this scenario, it is better to allocate different test addresses and

UDP ports to avoid any conflicts. The following settings need to be changed. The values indicated are
suggested (they can be different depending on your system):

Gateway > General
a. Outgoing UDP data: 9001-10000
b. Gateway transmission address: 224.4.1.1
c. Client transmission addresses from: 224.4.1.2

Gateway > Advanced

a. Device UDP port: 29000

"'N-. . 15
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Genetec Omnicast Server Admin

start | Unda Ap
"= Logging o Advanced % P filtering

al settings

n type

W Werint Extension

[¢ ¢
a AXIS Extension Directory. pUaihl]
% Wirtual Matrix
10.0.19.204 - Microsoft Wirtual Machine Bus MWetwork Adapter #2 (v]

ng TC mmand:

Incoming TCP vi

Start Stop e J Undo Apply

= logging | 5 Advanced % [P filtering
Directory Failover Coordinato
@ Gateway
= H Archiver Enable Gateway detection
W' \erint Extension
‘m AXIS Extension
b % Wirtual M atrix

Timecuts

Directony poll tim eaut

Client application pell tim ecut
Client connection write tim eout
Client connection test tim eout

Ena

Default sup, i Automatic detection
& 29000

® Unicast UDP should not be use if there are mare than o

5) Go to System > Network and set the Public address with its local IP address.

16




" Genetec Omnicast Server Admin

Stop Restart . Undo Apply |

B License B SMTP IMetaark

@ Directory
Directory Failover Coardinato Local machine name: |':-U ORT-

Public address: [PUURERIL

% Wirtual Matrix

5.3.Verifying the Omnicast services in the Config Tool

Please perform the following to verify that the Omnicast services on both servers have been
properly configured and detected by the main Directory:

1) Open the Config Tool / Physical View.

2) Verify that both the primary and failover servers have the following services:
a. Directory Failover Coordinator
b. Gateway

3) Verify that both Gateways appear in the same level under the Directory.

k@ Genetec Omnicast Config Tool

*

Undo  Apply

Physical View [A Identity "1 Connections 4 Actions
(=) support-16

(# support-16 - Gateway
(2 support-204 - Gateway

ID: Nat Applicable

ent Not Applicable

& support-16

4) Go to the Physical View / Gateway / Connections.

5) In BOTH Gateways, all the services under both the “From Gateway” and “To Gateway” columns
should have Mc, Udp, Tcp. Do not continue if you do not see Mc, Udp, Tcp in both columns as
this scenario does not apply to your system.

Primary Gateway:

wWww.genetec.com . U




enetec Omnicast Config Tool

Undo Apply

A Identity * Connections 14 Actions

(5 support-16 | Application | Name | From Gateway | To Gateway
support-16 - Gateway “° RLEE - Config Tool Admin We, Uelp, Tep Me, Uelp, Tep
' support-16 - Auxiliary Archiver support-16 - Directory Failaver Co.. Me, Udp, Tep I, Udp, Tep
support-16 - Directory Failover Coordinator support-16 - Virtual Matrix Wie, Udp, Tep M, Udp, Tep
A support-16 - Metadata Engine support-204 - Archiver Wie, Udp, Tep M, Udp, Tep
ﬂ support-16 - Restore Archiver
P support-16 - Virtual Matrix
2 support-204 - Archiver

=1 (@ support-204 - Gateway
support-16 - Archiver

support-16 - Federation Server
support-204 - Directory Failover Coordinator
support-204 - Virtual Matrix

Failover Gateway:

R.‘ Genetec Omnicast Config Tool
-
>
Unde  Apply

Physical View R ldentity | ("' Connections '« Actions

() support-16 | Application | Name | From Gateway | To Gateway

=@ support-16 - Gateway support-16 - Archiver We, Uelp, Tep We, Udp, Tep
: " support-16 - Ausiliary Archiver support-16 - Federation Server Mc, Udp, Tep Me, Udp, Tep
support-16 - Directory Failover Coordinator SUPPORT-17 - Directory Admin e, Udp, Tep e, Udp, Tep
I support-16 - Metadata Engine support-204 - Directory Failover C... e, Udp, Tep e, Udp, Tep

1 support-16 - Restore Archiver
& support-16 - Virtual Matrix
support-204 - Archiver

= support-16 - Archiver
G support-16 - Federation Server

support-204 - Directory Failover Coordinator
T sunnort-204 - Virual Matri

Note: It is possible that some services will not connect to its local Gateway and appear under the
other Gateway (like support-204 Archiver shown in the above screenshots). Since multicast is
supported on the network, it does not matter which Gateway the services actually connect to.

5.4.Running the DFC Wizard

The next step is to run the Directory Failover Configuration (DFC) Wizard to configure the failover
list. Please perform the following steps:

1) Inthe Config Tool, go to Tools / Configure Directory Failover. The Directory Failover
Configuration Wizard will pop open.

2) Uncheck the box “Use default failover configuration”.

3) Check both servers and make them Global. The order of the list is important: the first server in
the list is the primary; the second server in the list is the failover or backup.

www.genetec.com 18




Directory Failover Configuration Wizard

X

Step #1: Directory failover list
Define priority and scope of each Directory

. W Use default failo onfiguration
Directory

failover list

Cirectory Faillover Coordinat.. Global | Local | Local address | Public addr..

support-l&- Directory .. @ O suppert-16 7999
support-204 - Directar.. @ 0 support-204 7999

nfiguration update:  31/12/2009 4:58:28 PM Cancel

4) Click Next.

5) Step #2 in the DFC Wizard is to configure the Gateway connections. This step will define the
order each Gateway will try to connect to the Directory.

From the drop down list, select the primary Gateway. Using the up and down arrows, change the
order of the list to have the primary Directory first and the backup Directory second. The Gateway
machine should NOT be checked in this scenario. Check the two Directories as follows:

www.genetec.com - 19



Directory Failover Configuration Wizard
Step #2: Gateway Connections

Assign a Directory access path to each gateway

Current gatev support-16 - Gateway

Connections Local address Fublic address Port
® support-16 - Directory | support-26 | | 7008 |
Gateway Q support-204 - Directory support-204 7998
Connections a G support-2d - Gateway support-204 5001

uration upt 31/12/2009 4:53:28 PM

6) From the drop down list, select the Gateway on the failover server. The list should be configured
the same as the primary Gateway as in the previous step.

Step #2: Gateway Connections

Assign a Directory access path to each gateway

Current gat support-204 - Gateway

Connections Local address Public acdress Fart
Q support-16 - Directory support-16 7998
Gateway Q support-204 - Directony support-20d4 7998
Connections 3] @‘.'gr]i;po:t'—l& - Gateway ‘sr]i:port'—lﬁ 5001

figuration u 31/12/2009 4:58:28 PM
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7) Click Next.

8) Step #3 in the DFC Wizard is to configure the client connection list. Since there are only two
Gateways, the alternate connection is always the other Gateway. Just ensure the connection list
is similar to the following:

RD irectory Failover Configuration Wizard

Assign a backup list to each gateway

Current ¢ support-16 - Gateway (3]

Alternate connections Local address Public address Port

@suppor‘t-mdl - Gateway support-204 5001

: Client Conne

Assign a backup list to each gateway

(B support-204 - Gateway (3]

Alternate connections Local address Public address Paort

support-16 - Gateway support-16 5001

9) Click Finish. After clicking this button, the DFC services will restart and the synchronization

process will begin. Please refer to the next section for a description of the synchronization
process.

10) In the Physical View, the primary DFC should appear under the same level as the Gateways and
the failover DFC should appear under its local Gateway.

wWww.genetec.com s gt




»

¥ Genetec Omnicast Config Tool

Undo  Apply

al View FR Identity "\ Connections "« Actior

support-16 | Application | Name | From Gateway [ To Gateway
=@ support-16 - Gateway suppert-16 - Archiver M, Uelp, Tep M, Uelp, Tep
[ support-16 - Ausiliary Archiver support-16 - Federation Senver M, Udp, Tep e, Udp, Tep
¥ support-16 - Metadata Engine SUPPORT-17 - Directory Admin Me, Udp, Tep Me, Udp, Tep
[0 support-16 - Restore Archiver support-204 - Directory Failover C Me, Udp, Tep e, Udp, Tep
P support-16 - Virtual Matrixc
support-204 - Archiver
(2 support-204 - Gateway
= support-16 - Archiver

? support-16 - Federation Server
) support-204 - Directory Failover Coordinator
0 support-204 - Virtual Matrix
support-16 - Directory Failover Coordinator

22
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6. Scenario #2: Local Directories

In this scenario, there are more than 2 servers involved in the FOS. Since only 2 global Directories are
recommended, the remaining Directories will have to be configured as local. In most cases, the local
Directory server is at a remote location where the network bandwidth to the global Directory servers is
limited. The two global Directory servers are at the “head end” location where multicast is supported
and network bandwidth is not a problem.
This scenario has the following requirements:

1) Two servers acting as global Directories; remaining servers acting as local Directories

2) Multicast is only supported on the network with the global Directories

3) Good network bandwidth between the global Directories (100 Mbps or more)

4) Bandwidth is limited to the local Directory server (minimum 1.5 Mbps or higher to each local Directory)

LAN

(mc, udpfy

Primary Global Failover Global
Directory Directory

Head-end site

emote site #1_ Remote site #10

|
|
|
Failover Local | | Failover Local |
Directory | Directory |

Note that using Federation may be a better option for you if you are considering using Local
Directories. Please contact us or one of our Sales Engineers to discuss this option.
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6.1.Configuration on the Primary Server

The configuration on the primary server is the same as in the Simple scenario (refer to section 5.1).

Please perform these additional steps:

1) Since the bandwidth on the WAN is limited, it may be necessary to increase the Client
connection timeout to a maximum of 300 sec and the Client application poll timeout to 60 sec.

If the failover Gateway often loses connection to the primary server, then it is necessary to
increase this timeout.

¥ Genetec Omnicast Server Admin

X

§ System
Q Directony
Directory Failover Coordinato Detection parameters
@ Gateway

%’ Federation Enable Gateway detection
[—:I’El Archiver
B ACTi Extension
M@ Arecont Extension

AX|S Extension

eneral Lagging 7+ Advanced %% [P filtering

Tim eouts

Directony poll tim eout

Client application poll timeout
Client connection write tim eout
e Bosch Extension Client connection test timeout
4@ Generic Extension

M4 Geneter Extension

@ 1QinVision Extension
4@ Optelecom-MKF Extensio
4@ Pelco Extension

..... ¥/ Vesint Extension S B auton stic detection O
----- W Werint Extension 28000

 Auxiliary Archiver
| Restore Archiwver
B Metadata Engine
----- % Wirtual Matrix

Enable ) redirection

< 1]

6.2.Configuration on the Failover Global Directory Server

Since the Failover Global Directory server meets the requirements of Scenario #1 (Simple), it should
be configured the same way. Please perform the steps described in section 5.2.

6.3.Configuration on the Failover Local Directory Server

Please perform the following steps on the Failover Local Directory Server:

1) Verify that the Directory service is stopped and its startup type is set to “Manual”. The Directory
Failover Coordinator and Gateway services should be started.
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Genetec Omnicast Server Admin

>

Start Stop Restart Undo Apply

B General B Email =" Logging B Active Directory

ry port [

Start multicast address: [t ST S Port:  BEEM

a AXIS Extension
S Virtual Matrix

BEintoe o (local\Omnicast o
o DireetorySQL [+]
( (8]

Alarm database

Data local)yOmnicast
Datsbase: [LAMEIO0 &

Services

File  Action Wew Help
o lmERBIE > =
ESarvices(Loca\) : Services (Local)

Genetec Omnicast Directory Mame  / | Description | Status | Startup Type | Log On Al
%Fax Enables you k... Aukornatic Local 5

3tart the service 8% Genetec Omnicast Archiver Genetec Omni,.,  Started Autamatic yomni—!

Manual

Description: %Ganetac Ornicast Directory Failover Coordinator Genstec Omni,.. Started Automatic SACmnic
Genetec Omnicast Directory %Ganetec Omnicast Gateway Genetec Omni,..  Started Automatic omnic
%Ganetec Ornnicast Virkual Matrix Genetec Omni,..  Started Automatic \Omnic
%Ganetec ‘Wakchdog Provides monit,..  Started Automatic Local &

Halr smd Sk Frshlac Haln 3 Srartad Atk skic Vsl 5T

i i

Extended A Standard /

2) In a Reverse Gateway configuration, the Gateway must have “Gateway” as the Connection Type.
In the Gateway field, put the IP address of the primary server.

* Genetec Omnicast Server Admin

E D

Start Stop art Unde Apply

é System General = Legging 5 Advanced ® IF filtering
O Directory
Directory Failover Coordinate eral settings

GWB’}

- s Connection type: @ Directons
E--E’ Archiver nnection ty Directony

" m AXIS Extension O Gateway
=T Wirtual Matrise Gatewy:

WL 10,019,204 - Microsoft Virtual Machine Bus Metwork Adapter #2
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3) All the other services (like Directory Failover Coordinator, Archiver, Virtua
point to the local Gateway using the local IP address or leaving it blank.

%} Genetec Omnicast Server Admin

\ 1/4, 05917 Al o) ;
£ System ENel = Archiving = Backup = Security = Logging
& {3‘ Directory

&) Directory Failover Coordinato Gateway: _

s Metwork i 10.0.19.204 - Wi oft V] | Machine Bus N k Ad, #2 o
Network care .0.19.204 - a o t

=R= 8 Archiver icrosoft Wirtual Machine Bus ork Adapter

AX|S Extension
0 Wirtual Matrix

4) Since the bandwidth on the WAN is limited, it may be necessary to increase the Client
connection timeout to a maximum of 300 sec and the Client application poll timeout to 60 sec.
If the failover Gateway often loses connection to the primary server, then it is necessary to
increase this timeout.

Genetec Omnicast Server Admin

D

Start Step Restart | Undo Apply
B8 General = Logging o Adwvanced ?, 1P filtering

Directeony Failover Coordinate lizazas

@ Gateway
= Archiver Enable Gateway detection

% Wirtual Matriz T —— Walue

i
Client application poll timeocut 60 sec
Client connection write tim eout I00sec |
w—
sec

Enable video redirection

Deeuttsupp
i pi 20000

® Unicast UDP should not be use if there are more than one Gateway on t

5) Since there are multiple Gateways in this scenario, it is better to allocate different test
addresses and UDP ports to avoid any conflicts. The following settings need to be changed. The
values indicated are suggested (they can be different depending on your system):

Gateway > General

a. Outgoing UDP data: 10001-11000 (increments of 1000 for each additional Gateway)
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Gateway transmission address: 224.4.2.1 (increments of 1 in the 3
Gateway)

c. Client transmission addresses from: 224.4.2.2 (increments of 1 in the 3 octet for each
additional Gateway)

Gateway > Advanced

d. Device UDP port: 30000 (increments of 1000 for each additional Gateway)

enetec Omnicast Server Admin

b <) y Start Stop Restart Undo Apply

e Syiem BE General
o Directory

~{g Directory Failover Coordinatg
G Gateway

B Archiver
& Wirtual Matrix

=" Legging % Advanced ® P filtering

General settings

(e SN 10.0.15.16
=1 10.0.19.206 - Microsoft Wirtual Machine Bus Network Adapter 0

qoing UDE dat= |0 to FREL)

® Client trans
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% Genetec Omnicast Server Admin

Unde Ap
General = Legging 5 Advanced '. IP filtering

on parameters

Directory Failover Cosrdinate

Gateway
= Archiver Enable Gateway detection

% Wirtual Matrix

Tim ecuts

Directony poll tim ecut
Client application poll timeout 60 sec

Client connection write tim eout 300sec
Client connection test timeout

Detouttsu
) 30000

there are more than one Gateway on tf

6) Since the bandwidth is usually limited and latency is higher on the WAN, it is better to disable
the Entity and Alarm Replication on the DFC. Whenever there are changes to the configuration,
you will need to perform a manual synchronization whenever a configuration is changed.

Genetec Omnicast Server Admin

Unde
Bl General
Network cod

Incoming TCP command:

Ping period:

B Enable entity replication

B Enable alarm replication
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7) Go to System > Network and set the Public address with its local IP address.

&4 Genetec Omnicast Server Admin

Stop Restart | Undo Apply |

B icense B SMTP Metwark

Local machine name: | SUPPORT-

Public address:  IUNEERENT

% Wirtual Matrix

6.4.Verifying the Omnicast services in the Config Tool

Please perform the following to verify that the Omnicast services on both servers have been
properly configured and detected by the main Directory:

1) Open the Config Tool / Physical View.

2) Verify that ALL the Directory servers have the following services:
a. Directory Failover Coordinator
b. Gateway

3) Verify that both Global Gateways appear at the same level under the Directory.

K’-“_‘- Genetec Omnicast Config Tool

%

Unda Apply

Physical View [A Identity "1 Connections 1'% Actions
(=) support-16 y Gateway

G support-16 - Gateway
+-{Z support-204 - Gateway

Not Applicable

Not Applicable

®  support-16

4) Verify that the remote Gateway is detected under one of the Gateways on the LAN.
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'K Genetec Omnicast Config Tool

Undo  Apply

A Identity " Connections . Actions

(5 support-16 | Application | Name | From Gateway | To Gateway

=) (% support-16 - Gateway, 50K COUMITRESCU-M20 - SDK Admin Me, Udp, Tep Me, Udp, Tep
2 support-16 - Directory Failover Coordinator SDK  CDUMITRESCU-M20 - SDK Admin Me, Udp, Tep Me, Udp, Tep
+ B support-16 - Metadata Engine &5 RIFF - Canfig Tool Admin Me, Udp, Tep Me, Udp, Tep
+ support-16 - Virtual Matrix Remote Gateway Diractory Failover Co.. Me, Udp, Tep Mc, Udp, Tep
@ = support-204 - Archiver

{on Local Directory Live Viewer Admin Me, Udp, Tep Me, Udp, Tep

= (2 Support-206 - Gateway _ server) is under  Metadata Engine Mc, Udp, Tep Me, Udp, Tep

= Support-206 - Archiver one of the Global Virtual Matrix Me, Udp, Tep Me, Udp, Tep

Support-206 - Directory Failover Coordinator Gateways - Directory Admin Me, Udp, Tep Me, Udp, Tep

=] @ support-204 - Gateway cm epp e = ArChiver Me, Udp, Tep Me, Udp, Tep
@ a support-16 - Archiver @ Support-206 - Gateway Udp, Tep Udp, Tep

support-204 - Directory Failover Coordinator

5) Inthe Physical View / Gateway / Connections, the remote Gateway should be detected by the
primary Gateway as Udp, Tcp.

X Genetec Omnicast Config Tool

Undo Apply

R [dentity "1 Connections "4 Actions

(D support-16 Applicaticn | Name From Gateway | To Gateway
= (2 support-16 - Gateway

CDUMITRESCU-M20 - SDK Me, Udp, Tep Me, Udp, Tep

support-16 - Directory Failover Coordinator COUMITRESCU-IM20 - SDKC WMe, Udp, Tep Me, Udp, Tep

+ 1B support-16 - Metadata Engine
= % support-16 - Virtual Matrix
#-5 support-204 - Archiver
= (& Support-206 - Gateway

= Support-206 - Archiver

@ Support-206 - Directory Failover Coordinator

= (& support-204 - Gateway
+ H support-16 - Archiver

“  RLEE - Config Tool

support-16 - Directory Failover Co..
support-16 - Live Viewer
support-16 - Metadata Engine
support-16 - Virtual Matrix
SUPPORT-17 - Directory

.2

bier

Me, Udp, Tep Mec, Udp, Tep
Me, Udp, Tep Me, Udp, Tep
Me, Udp, Tep Me, Udp, Tep
Me, Udp, Tep Me, Udp, Tep
Me, Udp, Tep Me, Udp, Tep
Me, Udp, Tep Me, Udp, Tep

Support-206 - Gateway

Udp, Tep Udp, Tep I

support-204 - Directory Failover Coordinator

6.5.Running the DFC Wizard

The next step is to run the Directory Failover Configuration (DFC) Wizard to configure the failover
list. Please perform the following steps:

1) Inthe Config Tool, go to Tools / Configure Directory Failover. The Directory Failover
Configuration Wizard will pop open.

2) On Step #1, uncheck the box “Use default failover configuration”.

3) Check both servers that are on the LAN and make them Global. Check the remote servers that
are on the WAN and make them Local.

The order of the list is important:
e First server in the list is the primary Global Directory

e Second server in the list is the failover Global Directory
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e The remaining servers can be in any order since they are the Local Di

Directory Failover Configuration Wizard

X

Step #1: Directory failover list
Define priority and scope of each Directory

) B Use default failover configuration
Directory

failover list
Directory Failover Coordinat...  Global  Local | Local address | Public adedr.. | Port

AR support-16 - Directory @ ':::' support-16 1001916 7999
‘i support-204 - Director.. support-204 10019204 7999

ml % 5upport-206 - Director.. nn Support-206 | 10.0.19.206 | 7999

update: 15/01/2010 4:41:03 PM Cancel

4) Click Next.

5) Step #2 in the DFC Wizard is to configure the Gateway connections. This step will define the
order each Gateway will try to connect to the Directory.

From the drop down list, select the Gateway that is on the primary Global Directory. Using the
up and down arrows, change the order of the list to have the primary Global Directory first and
the failover Global Directory second. The remote Directories and Gateways should NOT be
checked since the Gateways on the LAN should never try to connect to the remote Gateways on
the WAN to reach a Directory.
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Eire ctory Failover Configuration Wizard
Step # ons

Assign a Directory access path to each gateway

Current gateway suppeort-16 - Gateway

Local address

Connections Fublic address

quppor‘t-l& - Directory support-16 10.019.16 7998
Gateway Q support-204 - Directory support-204 10.0.19.204 7998
Connections O (@ support-204 - Gateway support-204 10.0.19.204 5001
D@Suppmt-mﬁ - Gateway Support-206 5001
O Q Support-206 - Directony Support-206 7998

iguration update: 07/01/2010 2:56:00 PM Cancel

6) From the drop down list, select the Gateway that is on the failover Global Directory server. The
list should be configured the same as the primary Gateway in the previous step.

Directory Failover Configuration Wizard

Step # teway Connections

Assign a Directory access path to each gateway

Current gat € support-204 - Gateway L+]

Connections Local address Fublic address Fort
Q support-16 - Directony support-16 10.0.19.16 7998
Gateway Q support-204 - Directory support-204 10.0.19.204 7998
Connections O (@ support-16 - Gateway support-16 10.0.19.16 5001
[ ] Support-206 - Gateway Support-206 5001
O Q Support-206 - Directory Support-206 7998

uration upd 07/01/2010 2:56:00 PM Cancel
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7) From the drop down list, select the remote Gatewéy‘ that is on the failov
server. This Gateway should try to connect to the Global Directories first via their Gatew.
Reverse Gateway) and then try to connect to its local Directory. Therefore, it should be
configured as follows:

a. First server in the list is the Gateway on the primary server at the head-end
b. Second server in the list is the Gateway on the failover server at the head-end

c. The last server in the list should be its own local Directory

[)irk:tc!r_\-r Failover Configuration Wizard
Step #2: Gateway Connections

Assign a Directory access path to each gateway

Current gatew: @' Support-206 - Gatsway (]

Connections Local adedress Fublic address Fort

@' support-16 - Gateway support-16 10.0.19.16 5001
Gateway @ support-204 - Gateway support-204 10.0.19.204 5001

Connections ® Support-206 - Directory Support-206 10.0.19.206 7998

O Q support-204 - Directorny suppaort- 204 10.0.19.204 7998
O Q support-16 - Directory support-16 10.019.16 7998

nfiguration update:  13/01/2010 4:59:25 PM Cancel

8) Step #3 in the DFC Wizard is to configure the client connection list. This section configures the
alternative choices for the Gateway to which the client applications should connect.

Select the Gateway on the Primary Global Directory server. The only alternative is to connect to
the Gateway on the Failover Directory server on the LAN. It should NOT connect to the remote
Gateways.
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Directory Failover Configuration Wizard
Client Connections

Assign a backup list to each gateway

Current gats support-16 - Gateway (3

Alternate connections

Part
Gsupport-204 - Gateway support-204 10.0.19.204 5001

O Support-206 - Gateway Support-206 10.0.19.206 3001

Local address Fublic address

Client
Connections

iguration update:  13/01/2010 4:59:25 PM Cancel Finish

9) Select the Gateway on the Failover Global Directory. It should be configured similarly as the
Gateway on the Primary Global Directory server.

Step #3: Client Connections

Assign a backup list to each gateway
Current gatew

Alternate connections Local address Fublic address Port

@'suppmt-lﬁ - Gateway suppaort-16 10.0.19.16 5001
D@Support-m& - Gateway Support- 206 10.0.19.206 5001

Client
Connections

uration update:  15/01/2010 4:41:03 PM
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10) Select the remote Gateway. None of the Gateways should be selected.
client applications at the remote sites to ever connect to the Gateway at the head-end.

Rirector_\-r Failover Configuration Wizard
Step #3: Client Connections

Assign a backup list to each gateway

Current gateway: | € Support-206 - Gateway o

Alternate connections Local address Fublic address Port

D@support-lé - Gateway support-16 1001916 5001
D@'suppmt-mﬁl - Gateway support- 204 10.0.19.204 5001

Client
Connections

guration update: 15/01/2010 4:41:03 PM Cancel Finish

11) Click Finish. After clicking this button, the DFC services will restart and the synchronization
process will begin. Please refer to the next section for a description of the synchronization
process.

7. Failover synchronization process

If the Directory Failover has been configured properly, synchronization of the Directory databases
should occur. Depending on the size of your system, this can take up to 15 minutes (even more for very
large systems). The Replication Status can be checked by clicking the failover Directory Failover
Coordinator in the Config Tool:
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kﬂ.‘ Genetec Omnicast Config Tool

Apply

Physical View FR Identity ¥ Statistics

(= support-16 ectory failover list

- G support-16 - Gateway Directory Failover Coardinators Global \ Local Fricrity Connection
a SYPE LD~ ST suppaort-16 - Directory Failover Coordinater Glaobal 1 Connected
E support-16 - Metadata Engine support-204 - Directory Failover Coordinator Global 2 Connected

support-16 - Virtual Matrix
=} @' support-204 - Gateway

a support-204 - Archiver
support-204 - Directery Failover Coordinator
support-204 - Virtual Matrix

§ support-16 - Directory Failever Coordinator

On standby

ime alarm

- 15/01,7010 24105 DA

Entity Synchronizing (63%)), alarm (Active)

Di y
Alarm database

Manual sync

Once the synchronization has completed successfully, the Status will change to On Stanby and the
Replication Status will change to Active and the different counts should have a value.
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#% Genetec Omnicast Config Tool

Physical View

support-16
- @ support-16 - Gateway

v support-16 - Archiver

- support-16 - Metadata Engine

% support-16 - Virtual Matrix

(B support-204 - Gateway

-5 support-204 - Archiver

support-204 - Directery Failover Coordinator
R ] support-204 - Virtual Matrix

pport-16 - Directory Failover Coordinator

Undo Apply

[A Identity ¥ “Statistics

Directory Faillover Coordinatars Global \ Lacal Fricrity Connection

suppert-16 - Directary Failover Coardinator Global 1 Connected
suppeort-204 - Directory Failover Coordinator Global 2 Connacted

— Status

- On standby

- 15/01/2010 4:45:23 PM

: 15/01/2010 4:45:23 PM
5/01/2010 4:46:07 PM

: Entity (Active), alarm (Active)

Di
Alarm databas

Manual sync

For remote Directories where the entity replication has been disabled, you can perform a manual
synchronization when needed by clicking on the Manual Sync button on the remote Directory Failover

Coordinator.

Status:

On standby

nt: 174

nt: 174

nt: 0

ed: 15/01/2010 4:45:23 FM

Last time entity was synchronised:
Last update:
status

Manual sync

15/01/2010 4:45:23 PM
15/01/2010 4:46:07 PM
Entity (Active), alarm (Active)

Directon
Alarm database
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8. Troubleshooting Directory Failover Issues

The following are some of the common issues that we encounter with Directory Failover and some
troubleshooting steps you can perform.

ALWAYS BACKUP THE DIRECTORY DATABASE AND REGISTRY ON ALL SERVERS BEFORE MAKING
CHANGES DURING THE TROUBLESHOOTING.

You can use the Omnicast Backup Tool to perform the backup. You can download the Backup Tool at our
GTAP (http://gtap.genetec.com/):

Technical Assistance Portal

A ‘ Innovative =
GENETEC Solutions -5 Jg_, J;, }
5 n Management t Profile
KNOWLEDGE BASE | DOCUMENTS SUPPORTED DEVICES KNOWN IS5UES | UTILITIES ‘ NEWSLETTER
Search Newest Downloads
| | Utilities Map Editor 1.0.21.0
y ) 5 05/01/2010
Below you will find a list of tools and components to be used with Genetec
Search solutions. Please be aware that Genetec support is only available for the
"Genetec Tools” category. For any issues with the other utilities listed on this |
page, please see the developper. For Genetec client and server applications, Omnicast Single Click Archive
please visit the system management section. Player
24/12/2003
Genetec Tools n
Connection Lookup for Omnicast
4.5GA
Omnicast Backup Tool E 03/09/2009 22/10/2009
Dump registry keys for Omnicast 4.1 =
e [E o9/09/2000
= = ‘Omnicast Report Tool
Dump registry keys for Omnicast 4.2 o P
GA B o09/09/2009 22/10/2009
Dump registry keys for Omnicast 4.3
o = o0s/09/2009
Numn sanickemr bawe fae Nmanicrack 4 A4 L)

8.1.Clients do not connect to failover Directory

A failover condition has started so the client applications have disconnected. They do not reconnect
to the failover Directory as it is expected. Please do the following to troubleshoot the problem:

1) Verify that after the Directory on the failover server has started, usually in about 2 minutes after
the failover condition started.

Marne  * | Description | Skaktus | Startup Tvpe | Log On As

»..‘.";;i.';Genetec Omnicast Archiver This service is r... Skarted Aukornatic ACmnicastSvclsy
»..‘.";;i_';Genetec Omnicast Directory This service is k... f5karted Mariual ACmnicastSvclsy
»..'.";;}_';Genetec Omnicast Direckory Fallowver ... Service installe,..  Started Aukornatic AomnicastSvclsy
».,'.";:J_';Genetec Omnicast Gateway Service allowin..,  Started Aukornatic AomnicastSvclsy
».,'.";:J_';Genetec Ormnicast Virbual Matriz This service pr...  Started Aukornatic AomnicastSvclsy
x‘.}:{‘;Genetec Wakchdog Provides monit,,,  Started Aukormnatic JomnicastSvclsr
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2) Verify that the synchronization process has completed successfully on the DFC of the Failover
Directory server.

4 Genetec Omnicast Config Tool

- T p—
Physical View R identity Statistics

support-16 = Directary failover list
= (& support-16 - Gateway Dirsctary Failowver Coordinators Global | Local Frionty Connecuon
% [ support-16 - Archiver
+ M support-16 - Metadats Engine
+ ¥ support-16 - Virtual Matrix
= (B support-204 - Gateway
= support-204 - Archiver
() support-204 - Directory Failover Coordinator
Py support-204 - Virtual Matrix
Q support-16 - Directory Fallover Coordimator

support-15 - Directory Fatlover Coordinator Global 1 Connected

upport-204 - Dirsctony Failover Coordinator Glabal 2 Connectad

Entity config
Alarm count 0
Last time alarm w: 15/01/2010 4:45:23 PM
15/01/2010 4:45:23 PM
e 15/01/2010 4:46:07 PM
s Entity (Active), alarm (Active)

Directory database

Manual sync
Alarm database

3) Verify that the client workstation has connectivity to the failover server (i.e. can ping the failover
server).

C:A\WINDOWS\system32\cmd. exe

C:-~>ping 18.8.19.2084
Pinging 18.8.19.284 with 32 bhytes of data:

Reply from 18.8.19.284: bytes=32 timed{ims TTL=127
18.8.17.284: hytes=32 time{ims TTL=127
1A_B.19_284: hytes=32 time{ims TTL=127

Reply from 18.8.12.284: bytes=32 time{ims TTL=127

Ping statistics for 18.8.19_204:

Packets: Sent = 4. Received = 4. Lost = B (B lossd,
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bms,. Average = Bms

Czn>

4) As the client application is trying to establish connection, verify that you see it try to connect to

the failover server.



Establishing connection witl

10.0.18.16:5001...
Establishing connection witfreopR

Establishing connection with 10.0. 19 16 5001

Establishing connection witjssss
10.0.19.248:5001...

Establishing connection wit]

Cancel

5) Install the client application (ex: Config Tool) on the failover server and see if it can connect to
the failover Directory.

6) Verify that the database on the failover Directory is valid. This can be done by checking the
database properties in the Server Admin > Directory > Database > Properties.

Unde  Apply

BE General B Email =" Logging B Active Directory % Password

Directory Failover Coordinator
( Gateway

G Federation e e 7008
i
= LA Start multicast address: [EEURETINNINIEE ro: B0

B4 ACTI Extension
421 Arecont Extension
“a AXIS Extension
~#= Bosch Extension
4z Generic Extension
i Genetec Extension
£ IGirvision Extension b
4@ Optelecom-NKF Extension
-4 Panasonic Extension Database properties
43 Pelco Extension Alarm database
\/ Werint Extension
W Verint Extension

. Ausliary Archiver

" Restore Archiver

B Metadata Engine

% “Wirtual Matrix

b= (localNOMMICAST (+]

Versions

7) Verify that the windows firewall is stopped and disabled in services.msc.
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S WIS TSI LUy [RRIER 1= I

@Windnws Firesall YWindows Firewal, ., | Disabled | Local Service
@Windnws Font Cache Service Cptimizes perfar, .. EEIE Local Service
@Windnws Installer adds, modifies, ... Manual Local Sywskem
ia'n'n'indnl.uc Mananerment Trekeimen Prrwides A rornm Sharkad Lo ikarnakic | mral Swckam

8.2.Directory on failover server is always started

You notice that the Directory service on the failover server is always started:

Mame | Description | Skatus | Startup Tvpe | Log On As

@Genetec Omnicast Archiver This service isr... Started Autornatic Jomnicastovelsy
@Genetec Cmnicast Direckary This service is k.., §5Skarted Manual AomnicaskSvclsr
@Genetec Cmnicast Direckary Failower ... Service installe,,,  Started Aukomnatic AomnicaskSvclsr
@Genetec Cmnicast Gakeway Service allowin,,,  Started Aukormnatic AomnicaskSvclsy
@Genetec Cmnicast Yirkual Makrix This service pr...  Started Aukormnatic AomnicaskSvclsy
@Genetec W' akchdog Provides monik,.,  Started Aukormnatic AomnicaskSvclsy

This is not normal because the failover Directory service should only be started when there is a
failover condition. Please do the following to troubleshoot the problem:

1) Verify that the DFC service has been set to Manual in services.msc.

2) Run the DFC Wizard again.
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enetec Omnicast Config Tool

Live Viewer
% Archive Player
Undo Apply

Entity Search...

EBlock Cameras...
Sounds, ¥ id ‘

name: Internal License Demo Only

Copy Configuration Tadl

Transfer ¥ideo...

Default License
771272010
1-514-332-4000

1+ (@ support-204

Options... Chrl+0

L Touol 0
&nguage Taal Access rights

BB Mumber of cameras / analog monitors & 1000
Mumber of standhby Directories & 10
E Active Directory integration o Supported
(@ Mumber of Gateways & 10

' Mumber of Media Gateways & 10
Q Mumber of Archivers & 10
Standby Archivers o Supported
4 Redundant archiving o Supported
& Mumber of Virtual Matrices ﬂ} 100
Standhby Virtual Matrices o Supported
B Mumber of Metadata Engines F
Standby Metadata Engines o Supported

a Mumber of Restore Archivers
a Mumber of Auiliary Archivers
Q Mumber of federated Directaries
&M Mumber of federated cameras/camera sequences 100

a Mumber of Auxiliary Archiver cameras
D Mumber of client workstations
SOK Number of SDK connectians
[B| Mumber of Packet PC clients
B Web clients & Supparted
SE Number of uncampressed videa filters & 10
T Mumber of DVR inputs & 10
1 Mumber of AutoVu LPR units

3) Itis possible the DFC is detecting a problem on the primary server. Stop and disable the
Directory on the failover server and ensure the clients can login to the primary Directory. If you
cannot login to the primary Directory, you will need to resolve this problem first.

'-@;Genetec Omnicast Archiver This service is re... atted ko SCrnnicastSvclsy
@Genetec Cmnicask Directory This service is th... AomnicaskSwclsy
'-@;Genetec Cmnicast Direckory Faillover Coordinakaor Service installed ... arbed AomnicaskSwclsy
@Genetec Ornicask Gakeway Service allawing ... Skarked Buikarnatic AornicaskSwellsy
@Genetec Crnicast Virkual Makrix This service praw,.,  Skarted Aukoratic AormnicaskSwellsy
@Genetec Wakchdog Provides monitar,,,  Skarted Aukormatic AormnicaskSwellsy

4) ltis possible that the failover server thinks it is the primary. To completely clear the FOS
configuration on the failover, do the following:

a. Make a backup of both the primary and failover servers using the Omnicast backup tool.
b. On the failover server, stop the DFC service.
c. Open regedit.

d. Export HKEY_LOCAL_MACHINE\SOFTWARE\Genetec to make a backup.

e. Rename HKEY_LOCAL_MACHINE\SOFTWARE\Genetec\OmnicastFOS4.x to
OmnicastFOS4.xold. Ex: OmnicastFOS4.50ld.
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ile Edit View Favorites Help

Bl | Classes Al mname [
| Clients b (Default) REG
. Microsoft W\ alarmReplication REC
, ODBC 4 applicationactive  REC
. Policies ab|ComnectionTeste... REG
. RegisteredApplications 2 Def aultPort REC
W°W?432N°de #EnticyReplication  REC
; Elass:s W nicmac REG
D:;:r;tion EEjRepIicatorGuwd REG
. Genetec
| Comman
| EztensionDLL
| Genetec Omnicastd. 5
| GROT
| Installation
| Omnicastarchiverd.S
| OmnicastClientPlugins.5
| DmnicastDirectory4.5
OmniCastaateway s,
| OmnicastSDK
| OmnicastvirtualMatrixd.5
| ServerPlugins
| watchDog
- [ Microsoft
[ [ Maozilla
- [ MozillaPlugins
[+ |, ODBC
- | Policies
- |, Registereddpplications
(- | SYSTEM
[ | HKEY_USERS
Bl [0 HKEY_CURRENT_CONFIG E <I

|C0mputerlHKE\'_LOCAL_MACHINE\,SOFTWF\RE\,Wow6432NodelGeneteclomnlcastFOSfl.5

Start the DFC service.

Open the Watchdog Tray. You should now see 2 DFC services, one in red (stopped) and
another in green (running). Right-click on the one in red and select “Remove
application” to delete it.

#is Genetec Watchdog tray
=

=
E=

Application | status

@ Genetec Omnicast Archiver ’ Running

@ Genetec Omnicast Directony

Genetec Omnicast Directory Failowver
Coordinater

. Stopped

’ Running

> Running
> Running

@ Genetec Omnicast Wirtual Matrix

h. Reconfigure the failover server as described in this document and run the DFC Wizard
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5) Verify that the database on the primary Directory i
database properties in the Server Admin > Directory > Database > Properties. |
the database on the primary Directory is corrupted, you can restore a backup from the failover

Directory.

(2 Gateway
? Federation
= 3 Archiver

B ACTi Extension
&3 Arecont Extension
“m AXIS Extension
== Bosch Extension
4@ Generic Extension
“&a Geneter Extension
@ 1Qinvision Extension
42 Optelecom-NKF Extension
42 Panasonic Extension
421 Pelco Extension
-4/ Verint Extension
¥/ Verint Extension

1 Ausiliary Archiver

:;_ﬁ Restore Archiver

B Metadata Engine

T Wirtual Matrix

" D

A stat Stop Restart | Undo  Apply

B8 General B Emall = Legging B Active Directory

General settings

Direct e | 7998
Start multi GhEl 230 0 16 a ak o= | ATEOE

Directory database

5o (localWOMBMICAST (4]

Boiisoo DirectorySQL O

Database properties
Alarm datal

Versions

9.00.3077.00 SP2 (bxpress Edition)

4.00

8.3.Status shows “Software Broken”

In the Statistics of the DFC on the Failover Directory server, the Status indicates “Software Broken”.
This error means that the primary DFC cannot connect to the failover DFC. Verify that failover server
is reachable and there is sufficient bandwidth between the servers. Ensure that port 7999 is open.

alid. This can be-do

1 Password

N
E“JE“JW.E}E‘I"IE‘tEC.COm
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9. Appendix A: Scenario #3: Global Directories With No Multic

This scenario is not common but worth mentioning. This scenario has the following requirements:
1) Only two servers are involved in the Directory FOS: Primary server and failover server
2) Multicast is NOT supported on the network
3) Both servers are on a LAN with good network bandwidth (100 Mbps or higher)
et -
' -

Unicast
streams

LAN

(udp, tcp)

Primary Global Failover Global
Directory Directory

Please note that this configuration should NOT be used on large systems where there is a high amount
of live viewing. If you are unsure, please contact us or one of our Sales Engineers to discuss this
option.

9.1.Configuration on the Primary Server

The configuration on the primary server is the same as in the Simple scenario (refer to section 5.1).

9.2.Configuration on the Failover Local Directory Server

The configuration on the primary server is the same as in the Simple scenario (refer to section 5.2).

9.3.Verifying the Omnicast services in the Config Tool

Please follow the procedure described in section 5.3. However, only the services on the same server
as the Gateway will be detected in Mc, Udp, Tcp since multicast should be detected locally on the
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server. Services on another server will be detected in Udp, Tcp since multicas

network.

9.4.Running the DFC Wizard

The next step is to run the Directory Failover Configuration (DFC) Wizard to configure the failover

list. Please perform the following steps:

1) Inthe Config Tool, go to Tools / Configure Directory Failover. The Directory Failover

Configuration Wizard will pop open.

2) Uncheck the box “Use default failover configuration”.

3) Check both servers and make them Global. The order of the list is important: the first server in
the list is the primary; the second server in the list is the failover or backup.

Directory Failover Configuration Wizard

Step #1: Directory failover list

Define priority and scope of each Directory

3 B Use default failover configuration
Directory ¥

failover list
Directory Failover Coordinat.. | Global | Local

AR SUPPORT-YIM-S - Dir=.. @
AR SUPPORT-VM-6 - Dir=.. @ ]

SUPPORT-V...
SUPPORT-V...

10019183
10019184

configuration update:  29/04/2010 4:30:01 PM

4) Click Next.

Local acldress  Public addr..

Faort

7999
7999

5) Step #2 in the DFC Wizard is to configure the Gateway connections. This step will define the

order each Gateway will try to connect to the Directory.

From the drop down list, select the primary Gateway. Check only its own Directory as follows:

www.genetec.com
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Step #2: Gateway Connections

Assign a Directory access path to each gateway

Current gateway SUPPORT-VIM-5 - Gateway

Connections Fublic address
QSUPPORT-VM-S - Directory SUPPCRT-VM-5  10.0.19.183 7998
Gateway O @ SUPPCRT-YI-6 - Gateway SUPPCRT-WM-6  10.0.19.184 5001
Connections O Q SUPPCRT-YIM-6 - Directory SUPPORT-VIM-6  10.0.19.184 7998

Local aderess

iguration update:  29/04/2010 4:30:01 PM Cancel

6) From the drop down list, select the Gateway on the failover server. Check only its own Directory
as follows:

Step #2: Gateway Connections

Assign a Directory access path to each gateway

Sl SV (3 SUPPORT-VIM-6 - Gatzway

Connections Local address Fublic address Port
QSUPPORT-VM-&— Directony SUPPCRT-VM-6 100019184 7998
Gateway I (2 SUPPORT-4IM-5 - Gateway SUPPCRT-VIM-5  10.0.19.183 5001
Connections O Q SUPPCRT-YIM-5 - Directory SUPPCRT-YM-5  10.0.19.183 7998

29/04/2010 4:30:01 PM

7) Click Next.
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8) Step #3 in the DFC Wizard is to configure the clie nnection list. Since
Gateways, the alternate connection is always the other Gateway. Just ensure t
is similar to the following:

Step #3: Client Connections

Assign a backup list to each gateway

Current g [ (2 SUPPORT-VIM-5 - Gatzway (3]

Alternate connections Local address Public address

[ (Z SUPPORT-VIM-6 - Gateway SUPPORT-VIM-6  10.0.19.184

) #3: Client Connections

Assign a backup list to each gateway

Current g g‘ SUPPORT-VIM-6 - Gateway o

Alternate connections Local address Fublic address Fort

L (F SUPPORT-Y-S - Gateway SUPPORT-YM-5 10019183 5001

9) Click Finish. After clicking this button, the DFC services will restart and the synchronization
process will begin.

9.5.Modifying the Gateway on Failover Server

To avoid redirections passing through both Gateways, the Gateway on the failover server needs to
be modified so that it only connects to its local Directory. As such, only one Gateway will be online
at any one time. The Gateway on the primary server will be online and the Gateway on the failover
server will be in red (or offline) most of the time. Only when the failover Directory is started then
the Gateway on the failover server will be online.

1) On the failover server, open the Server Admin.

2) On the Gateway > General, change the Connection Type to “Directory”. In the Directory field,
leave it blank or put the local IP address:
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2} Genetec Omnicast Server Admin

Undo A

@ System B General = logging % Advanced % IP filtering
B @ Directony
{3 Directory Failover Coordinato

Connection type:

- B Archiver
% Virtual Matrix

.|
= 10.019.184 - Microsoft Virtual Machine Bus Metwork Adapter (3]

3) Once the Gateway is restarted, in the Config Tool, the Gateway on the failover server will be in
red which is normal. The Gateway will only be online when in failover mode (i.e. when the
failover Directory has started).

¥ Genetec Omnicast Config Tool

Physical View

\=# SUPPORT-VM-5
SUPPORT-VIM-5 - Directory Failover Coordinator
=-(Z SUPPORT-VM-5 - Gateway

SUPPORT-VM-5 - Federation Server

% SUPPORT-VM-5 - Virtual Matrix
SUPPORT-VM-6 - Gateway

a SUPPORT-VM-5 - Archiver

B support-16 - Archiver

Y% SUPPORT-VM-6 - Virtual Matrix

+| SUPPORT-VM-6 - Directory Failover Coordinator
a SUPPORT-VM-6 - Archiver
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